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TepMHHBI U onIpeIeIeHUst

B HaCcTOAIICM IOOKYMCHTC IMPUMCHAIOTCA CICAYIOINHUEC TCPMHUHBI C COOTBCTCTBYIOIIMMU

onpeneneHusmu (Tadmmma 1).

Tabmuna 1. Cnrucok NpUMEHEHHBIX TEPMHHOB

Tepmun Onpenesienne
1 2
ABTOpHU3aIML [IpenocraBienue OMpPEEIIEHHOMY JUIy WX TPYIIIE JIUI]

IIPaB Ha BBINIOJIHEHUE ONPEAEIEHHBIX JEHCTBHI

Bbpaysep, BeO-Opaysep

Knnenrtckas [mporpamMmma, Inpe€aHasHa4YCHHasA
JJI1 OCYHICCTBJICHHW S HABUT'allMU B CCTHU I/IHTepHeT

HNudopmarnmonnas cucrema

COBOKYIIHOCTh ~ cojiepkamieiics B~ 0azax  JIaHHBIX
uH(popMaun ¥ 00eCTICUNBAIOIINX ee 00paboTKy
WH(GOPMAIIMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB

Nudopmanus

Caenenus (coobienus, JIAHHBIE) HE3aBUCUMO
0T ()OpMBI UX IPEJICTABICHHUS

Texunueckas MMoAACPIKKa

chyrn, MMOCPCACTBOM KOTOPBIX IIPCAIIPUATHUS U OpraHU3allu
00ecrneunBaroT IMoMOUIb IMOJIB30BATCIAM ITPU BO3BHUKHOBCHUUN
HpO6J'IeM, CBA3aHHBIX C MpOAYKTOM H/unu €ro
HCITIOJIB30BAHUEM

YueTHas 3anKCh MOJIb30BATEIS

XpaHumasi B KOMIBIOTEPHON CHCTEME COBOKYITHOCTh JIAHHBIX
0 T1ojb30Bareie, HeoOXxonuMmas [Uid €ro OINO3HaBaHUS
(ayreHTH(UKALMKM) U TPEJOCTABIEHUS JIOCTyNa K €ro
JIWYHBIM JIAHHBIM U HACTPOUKaM




IlepeyeHb NPUHATHIX COKPALLEHUI U 0003HAYEHU I
B mHacrosmieM JOKyMEHTE TMPUMEHSIOTCS CIEAYIONIUe COKpamieHus: (0003HAYCHHUS)

(Tabmuma 2).
Tabnuna 2. Cnrcok NPUMEHEHHBIX COKpaICHUH
Coxpamenne 3Ha4yeHHe cokpaleHns (0003HaYeHM )
(o003HaYeHME)
1 2

APM ABTOMaTH3UPOBAHHOE paboyee MeCTo

EMTC TocynapctBennas undopmarmonHas cuctema Cankrt-IleTepOypra
«Yuer pecypcoB €AVHOU MYJIBTUCEPBUCHON
TEJIEKOMMYHUKAIIMOHHOW  CETH  HCIOJHUTEIbHBIX  OPraHoB
rocynapctBeHHo# Biactu Cankt-IlerepOypray

KOII KpanubunupoBanHas 3J€KTpOHHAS TOAMUCH
MeXBEeZJOMCTBEHHAs: ~ aBTOMAaTH3MpPOBaHHAs  MH(OpMAIOHHAS

MAUC 2Ty cuctema npenocrasinenuss B Cankr-IlerepOypre rocynapcTBeHHBIX
Y MYHULIMIIAJIbHBIX YCIYT B 3JIEKTPOHHOM BHJIE

o3y OrnepaTUBHOE 3aIIOMUHAIOINIEE YCTPOHUCTBO

oC OnepanoHHas cucTemMa

110 [TporpammHOe obecnieueHune

ggfgfggf;fa»’ crCTeMA [Toncucrema «Craructukay MAUC OI'Y

[19BM [lepcoHasibHAs AIEKTPOHHO-BBIYMCIIUTENIbHAS MAIIMHA

C31 Cucrema 3amuThl HHGOPMALIUU

CII6 I'VII «CII6 MALl» | Cankr-IleTtepOyprckoe rocyaapCTBEHHOE YHUTAPHOE MPEAIPUITHE
«Cankr-IlerepOyprekuii nHGOpPMAIMOHHO-aHATUTUYECKUHN IICHTP

VI Y 10CTOBEPAOIINI LIEHTP

OKJIJI IToncucrema «DJIEKTPOHHBIH KAOWMHET JOJDKHOCTHOTO JIHIIA»
MAUC 2Ty

OUII OnexTpoHHas M(poBas NOANKUCH

DOCX (DOC) Microsoft Office Document — (anru.) TekcToBbIil opmar ¢aition
JUIs XpaHEHUs DJEKTPOHHBIX JIOKYMEHTOB TAaKEeTOB O(UCHBIX
NIPUIIOKEHUN

PDF Portable Document Format — (anri.) mexmuiargopMeHHbIl GopmaT
ANEKTPOHHBIX IOKYMEHTOB

USB Universal Serial Bus — (aHr:.) nmocinenoBareiabHbIil HHTEpdEc 11s

MOJKIIIOUEHUsT TepuepuilHbIX YCTPOMCTB K BBIYMCIUTEIBHON
TEXHUKE




1 TpeOoBaHusi K pad04uM CTAHIMAM

TexHuueckue mapamerpsl KJIMEHTCKOW MaIllMHbI, HeOOXOAMMBbIE JUIsi KOPPEKTHOW pabOoThI
APM, onpeaenstoTcst HA OCHOBAaHUU HEOOXOJUMOCTH PabOThI CO CIEAYIOLUMHU MTPUIIOKEHUAMU:
(GyHKIMOHATBHOE BEO-TIPUIIOKEHUE;
10, mo3Bostotee ocymecTBiIATh padoty ¢ KOII.
MuHHMMaIbHBIE CHCTEMHBIE TPEOOBaHMS K pab0OYUM CTaHIMAM IpescTaBieHsl B Tabnuue 3.
Tabnuua 3. MuHuManbpHble CUCTEMHbIE TPEOOBaHUS K Pa0OUYMM CTaHLIUAM

HaumenoBanue XapakTepucTHKA
1 2

[Ipomeccop Intel Pentium 4 u BbIIIE WM aHATIOT

MouuTtop Pazpemenue skpana He Mmenee 1024x768.
Juaronanb BUJIMMOM YacTU SKpaHa He MeHee 19” (maHHOe
TpeOoBaHUE HE SABISIETCS 00s3aTeNbHBIM, KOPPEKTHas paboTa
OKJIJI He 3aBHCHUT OT pa3Mmepa JUMaroHaldi MOHHTOpaA
coTpynHuka, paboratomiero ¢ APM, oiHaKo HCIONb30BaHHE
MOHUTOPOB C MEHBIIEH JIUArOHAIBIO MOXKET CO3/1aBaTh
onpeaenéHHbie HEeYy100CTBa MIPHU MPOCMOTPE)

o3y He menee 1 I'Gaiit

CereBas kapta CxkopocTb nepenayn JaHHbIX — HEe MeHee 10 MouT/c

KOII CwMm. TpeGoBaHuUs B 11.2

Kanaing! cBsi3u Hannuune C3U. Hannuue nocryna B EMTC

ITopt USB Onun cBoOoHbIN TopT USB

st xoppekTHO# paborel APM Her HeEoOX0IMMOCTH OOOpYyIOBaTh JOMOJHHUTEIHHOE
pabouee Mmecto, ocHamieHHoe oTaenbHoi [IDBM. IlporpammHBIE HAACTPOWKH MOTYT OBITH
ycTaHOBJIEHbl Ha nelcTByromeld [IOBM 0e3 ymepba nns paboThl ¢ MHBIMH HPOrpaMMHBIMU
IPOAYKTaMU U MHGOPMAITMOHHBIMU CHCTEMaMHU.



2 YcraHoBKka NpOrpaMMHOro odecreyeHust

B nemsx koppektHoi pabotei APM HeoOxomumo obecreunTh ycTaHOBKY Ha [IDBM
nosib3oBarens [10, npencraBnennoro B Taonwiie 4.
Tabnuma 4. Tpebosanus k [10

HaumeHoBaHue XapakTepucTHKA
1 2
oC JIrobass OC, xoropasi MO3BOJSET HCIIOJIB30BaTh CIICAYIOIINE
Opay3epsl:

aKTyanbHble Bepcuu OpaysepoB Sunekc.bpaysep, Mozilla
Firefox monnepsxuparonue maaruasl NPAPI ¢ BkiTtoueHHBIM
ycTaHOBIEHHBIM pacmmpenneM «CryptoPro Extension for
CAdES Browser Plug-in» nyst pa6otsr ¢ O1I1T

Bpaysep Ha Br160p:

Mozilla Firefox Bepcun 52 u BbIiIe;

SAnpexc.bpaysep Bepcuu 21 u Bbiwe;

npyrue 6paysepsl, noaaepxuBatoniie miaruasl NPAPI

KOIl Ycranosnennoe 10 Kpunrtollpo CSP 4.0 u Bbime (Gomnee
noapoOHass H(pOpMaIUs MPEIOCTaBICHA 10 CCHUIKE B CETH
WHuTtepHer https:// www.cryptopro.ru/products/csp/compare)

[Tnarun DUIT ayis 6paysepa | Kpunrollpo DIIIT Browser plug-in
https://www.cryptopro.ru/products/cades/plugin

O6pamraem Bame Baumanue, uto Bc€ I10, 3a uckmouenuem Kpuntollpo CSP, aBnsercs
cBoOoaHO pacnpoctpansembiM [10, noatomy Hactpoiika APM coTpyaHuka He TpeOyeT NOKYIKU
nonoaxutenasHoro I10.

Ilepen wnawamom Hactpoiiku APM yOemutech, 4TO Ha mojdb3oBarenbekoir [IOBM
ycranoBieHo Heooxoaumoe [10, ykazanHoe B Tabnuue 4. B cimydyae ero oTCcyTCTBUSI MPOBEAUTE
YCTaHOBKY, PYKOBOJICTBYSCH 1.2.1-2.6 HAaCTOAIIEr0 TOKyMEHTA.

2.1 ¥YcranoBka Opay3epa

Cxkauath Opay3ep cienyeT ¢ OpHUITHaTbHOM CTPAHUIIBL:

Mozilla Firefox https://www.mozilla.org/ru

Anpexc.bpaysep https://browser.yandex.ru/

2.2 Ycranoska Adobe Reader

Jns xoppexktHoit pabotel APM HeoOxoaumo, utoObl Ha IIDBM mnonbp3oBarenst Obul
ycraHoBlieH Adobe Reader Bepcum 8 u Bbime. Jlannoe I1O MoxHO 3arpy3uth c caiita
pa3paboTunka no ccbuike B cetu MHTepHeT: http://get.adobe.com/uk/reader/.

2.3 Ycranoska Kpunrollpo CSP

[Iporpammusrii naker Kpuntollpo CSP ycranaBiauBaercst Ha nonb3oBarenbekyto [I1OBM
corpyaHukamu Y1 npu nonydenuu ceptuduxara JI1.

B pesynberare Ha [19BM Oynyr ycranosnensl: Kpuntollpo CSP 4.0 u Bwimie; apaiiBep
EToken; ceprudukarel mosnb3oBateneii; 6ynyT HacTpoeHbI HOcUTenu 1 cuuTbiBaTenu Kpunrollpo.

B cnyuae eciu y coTpyaHUKa, KOTOPBIA YITOJTHOMOYEH MCIOIb30BaTh APM, oTcyTcTBYeT
ceprudukar KOII, Heo6xoaumo obecnieunts €€ nomyuenue. [lopsaaok nomyuenus KIOII moxHO
y3HaTh Ha caiite Y1 CII6 I'VII «CII6 MALl» o cebuike: http://ca.iac.spb.ru/iogv/iogv.html.

ITo Bompocam odopmieHust 3asBok Ha mnonyueHne KOII Bo3MoxkHO 00paTUThCS
B YII CII6 T'VII «CIT6 MAILl» o Tenedony 8 (812) 764-38-85.

[MonTBepxaenuem aeicTBUil coTpyaHuKa npu pabote B cucreme siisierca KOII, kotopas
B COOTBETCTBUHU C 3aKOHOAATeNnbCcTBOM Poccuiickoit denepanuu npupaBHUBAETCS K OOBIYHOM
HOJIKICH COTPYIHUKA Ha OYMa)KHBIX JOKYMEHTAaX.

Pabora B cucreme 6e3 KOJII HenermTrmHa, MO3TOMY COTPYIHHKHM HE MOTYT paboTaTh
B cucTeMe 0e3 IPUMEHEHUS TOUCH.
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24 Ycranoska Kpunrollpo 11T Browser plug-in

VYcranoBka Kpuntollpo DULII Browser plug-in mpoBoauTCs HEMOCPEICTBEHHO B TOM
Opays3epe, KOTOpbIH B JajbHeileM OyAeT HUCHOJIB30BaThCA Mg pabOThl C MOJCHUCTEMOU
«Craructukay. s ycranoBku Kpunrtollpo DIIIT Browser plug-in Heo6xoauMo 3arpy3uTh Ha
I[I9BM apxuB ¢ (HaiaoM-yCTaHOBIIMKOM, pa3MelIeHHbIM B pasnene «udbopmanmoHHbIe
matepuaibl» B 6s1oke «lloncucrema « 31€KTPOHHBIN KAOMHET JOJDKHOCTHOTO JIUIay:

https://gu.spb.ru/knowledge-base/priem-info/ (8 EMTC);

http://gu.egu.vpn/knowledge-base/priem-info/ (B cetu UuTepHer).

Jlnst yCTaHOBKM HEOOXOMMO Ha)aTh CCHUIKY «Y cTaHOBOUHBIN ¢aiin marnaa Kpunrollpo
OUIT Browser plug-in» (Pucynok 1).

MNogcuctema «3INeKTPOHHBIA KabUHeT QONMHOCTHOrO NMLas» /

TpeboeaHwWA kK HacTpokke KT

YcTaHoBouHblA gain nnarkHa Kpuntollpo 3UM Browser plug-in

Pucynok 1. Coxpanenue ¢aiiia-ycTaHOBIIHKA

Janee u3Bneub U3 apxuBa (aiiyi-ycTaHOBIIUK B JIt00YI0 yI00HYI0 manky (Pucynok 2).

i

lran

ETB cadesplugin
| | cadesplugin.rar

Pucynoxk 2. 13Bnedyenue ¢aiina-ycTraHOBIINKA

[Tocne u3Bnedyenus Qaitsa-ycraHOBIIMKA HEOOXOAUMO KIMKHYTH 110 HEMY JIBaXK/bl JIEBOU
KHOIKOW MBIIIN IS 3aIycKa mnpoluecce ycraHoBku (Pucynok 3).

Kpuntollpo 3L Browser plug-in

YeranoewTe Kpuntollpe 3UMN Browser plug-in?

Aa Het

Pucynoxk 3. YcranoBka Kpunrollpo D111 Browser plug-in

[IporpaMMHBIi MOAYJb Takke MOXHO 3arpy3uth ¢ oduuuanbHoro caiita Kpunrollpo
IO CChUIKE B ceTH MHTEepHeT:

https://www.cryptopro.ru/products/cades/plugin.

[TopsimoK yCTaHOBKM B IAHHOM Cllydae HE U3MEHUTCS.

[To 3aBepmenun npouecca ycranoBku Kpuntollpo BIII Browser plug-in ma I19BM
MOJIB30BATENST OTKPOETCS] MH(OPMAITMOHHOE OKHO C COOOIeHHeM 00 YCIHEeNTHOW yCTaHOBKE
Kpunrollpo DI Browser plug-in u pekoMeHaamuei mo mepesamnycky Opaysepa, KOTOPYIO
cienyet BoIIONHUTH (PucyHok 4).



https://www.cryptopro.ru/products/cades/plugin

Kpuntollpo 3UIMM Browser plug-in

KpunTollpo 3UMN Browser plug-in ycnewHo ycTaHoBAEH,
Ana koppektHoi patotel Kpuntolpe 3UN Browser plug-in moxet
noTpeGoBaTeCA NEpE3anycTUTE Gpaysep.

oK

Pucynok 4. CoobiieHnue o0 ycrenrHoi ycTaHOBKe

[Tocne storo HeoOxonumo nobaBuTh aapec DKJJI B crnmcok HOBEpEeHHBIX B HACTPOUKAX
Kpuntollpo DIII Browser plug-in. /{ist 3Toro Heo6xoaumo:

1) Otkpsith «Hactpoiiku DI Browser plug-in» ¢ momomisio Toro 6paysepa, B KOTOpOM
Oyner OcyH_IeCTBJ'IiITBCH nanpHeimas padora ¢ OKIJI (Pucynok 5).

. Smart Driver U 38  Mposepurs Dr.Web
. SmartBear 2
soapUI Pro 3.6 [0 Edit with Notepad++ ]
TortoiseGit OTKpbITE C NOMOLLbID > .
TortoiseSYN 8 /[obasuTb B apXuE... ¢
|, Total Comman, & [oBaeuTs & apxne "config.rar” ¢
. UltralSO ¥ /loBaeuTb B apXME 1 OTNPABUTL NO e-mail... @
; P - : 2 =
. Uninstall Tool | 8 [o6asuTs & apxue "config.rar” u oTnpaeuTs no e-mail T
. Unlocker L
¢ BocCTaHOBUTE MPEXKHION BEPCUIO
. WinPcap
. WinRAR Otnpaeuts »
.. WinSCP
. AsTo3arpyska P
| Agmunnctpupc Konuposate
. KpuntoAPM Vaaruns
. Kpunto-lpo
lle Kpunroripa MepenmeHosats
#~ Kpuntollpa CeoiicTea
a Hacrpoiikun SOTTBIOWSEr PIOg=TH" |
j Ceptudukartel o
[%3] Ynpaenenune nuyenznamn Kpuntolpo PKI =

Pucynoxk 5. Ilepexon k Hactpoiikam Kpunrollpo SLIT Browser plug-in

2) HoGaButh aapec moacuctemMbl «CTaTUCTHKA» B CIMCOK JIOBEPEHHBIX Y3J0B M HAXKATh
KHONKY «CoxpaHutb» (Pucynok 6):

http://statistic.gu.spb.ru (agpec B cetu MHTepHer);

http://statistic.egu.vpn (anpec B EMTC).



http://statistic.gu.spb.ru/

HacTtpouiku Kpuntollpo SLI Browser Plug-in

Cnucok HaaexHbIX Yanoe, KOTOpPble He NPUYNHAT Bpes Ballemy KOMNLKTEpY W AaHHbIM. [INA 334 aHHbIX
Beb-yanoe Kpuntollpo SLIM Browser Plug-in He byaet TpeboBats nogTEepKASHUA NONL30BATENA NpH
OTKPLITUN XPaHUNULLa CepTUPUKATOB, CO3AaHMKM NogNUCKH unK pacwmudposanuu coobuienua. Mpu gobaeneHun

g

Beﬁ~y3nos B HaZdeXHble MOXHO UCNOoNbL30BaTe CUMBON ANA YKa3aHna BCcex cyﬁp,omenoa AdHHOro yana.

BaxwHo! an AOﬁaBﬂeHHl‘l 896—}/3)'18 B CNUCOK HageXxHbIX, Bbl 40M¥HbI BriTe YBepeHbl, 4To
BEG'CKpHﬂTbL 3arpy>KeHHbIe Wnu 3anyleHHble € JaHHOro Beﬁ-ysna‘ HEe MOryT HaHeCTH Bpea
KOMNbLHTEPRY AW AaHHbIM.

Cnuncok AOBEpPEHHDbIX Y3I10B

http://ekd2.egu.vp +

COXpaHWUTb

PI/ICYHOK 6. I[OG&BJICHI/IC HOACHUCTCMbI «CraTucTuka» B CIHCOK JAOBCPCHHBIX Y3JI0B

2.5 IIpoBepka kopHeBOro ceprudukara

Jlanee He0OOXOMMO MPOBEPUTH YCTAHOBKY KOpHEBOro ceprudukara Y1 u ycTaHOBUTH €ro
B CJIy4ae OTCYTCTBUSI.

JUis mpoBepKM HaIM4Msl YCTAaHOBJIEHHOTO KOPHEBOIO CepTH(HKATa HEOOXOIUMO HaXKaTb
kHonky «Ilyck» u B cnucke nporpamm BbiOpaTh «KpuntolIPO CSP». B oTkpbiBLIEMCS OKHE
nepeiiTi Bo BKIaaKy «CepBUC» W HaXaTh KHOMKY «IlocMOTpeTs cepTUdUKATHl B KOHTEHHEpE)
(Pucynox 7).

e Kpuntollpo CSP
ANropMTMEl BesonacHocTe = TOMIOOOT ] HacTpoiikiu TLS
Ofwme OfopyaoBaHKE Cepsic AononHUTENEHD

KOHTEMHED 3aKPBITOrD KNKYa

3TH MACTEPa NOSBONAKDT NPOTECTHMPOBATD, CKOMMPOBATE MAW
¥OaniTe KDHTEﬁHED 3aKPBITOrS KNDY4a C HOCMTENA,

MNpoTecTMpoBaTh... CronWMpoBaTh... Yaanutb. ..

CepTUhMKATE! B KOHTENHEDE 3E8KPEITOMD KIKOYE

3TOT MaCTEP NOSBONAST NPOCHMOTPETE CEPTUOMKATEI, HAXOAALMECH
B KOHTEMHEDE ZaKPLITOMD KAKIYE, W YCTAHOBWTE WX B XPaHWIHLLE
CEPTUDMKATOR

3 | MpoCMOTPETE CEPTHDMKATEI B KOHTEAHEDE, ..

TMAYHENA cepTrdiKaT

3TOT MECTEP NO3BONAET CBASETL CEPTMDMKAT M3 dalina c
KOHTEAHEDOM SEKPEITOMD KNKOYa, YCTEHOBME 3TO0T CEpTMDMKST B
KPEHWMHLLE.

YCTEHOBMTL MMYHBLIN CEPTMDMKET. ..

Mapanu SaKpeITEIX KKoHe

3TH MECTEPS NOZBONAKDT M3MEHMTL Napani (MMH-KoakB) 3aKpeITEX
KIHOHER WMWY OaNWTE 3aMN0MHEHHEIE DAHEE NEP0A,

HM3MEHKTE Naponk... ¥AanWTb 3anNoMHEHHBIE NEponu. .,

QK OTtMeHa MpUMEHKTE




Pucynox 7. IIpoBepka ycTaHOBKH KOpHEBOTO cepTudukara, mar 1

B oTkpsiBIIEMCSt OKHE HaXkaTh KHOMKY «O030p» (Pucynok 8).

'8 CepTrdKKaTbl B KOHTEMHEDE 3aKPLITOrO KAkua H
KoHTeilHep 3aKpeITOro Knouya
BEeauTe MnK YEIHWTE I{OHTEﬁHEﬂ 3aKpbITOrD KNoYa ANA NpocMoTpa rg
CEPTHHMKETOE B 3TOM KOHTERHEPE

MM KNKOUEBOMD KOHTERHEPS:

Ofzop...
BEEAEHHOE MMA SAASET KMKOYEBOM KOHTEAHED! Mo cepTHDMKETY. ..
® MonssosaTena
KoMnbroTepa

BribepuTe CSP 4NA NOWCKE KNKOYEEEIX KOHTEHHEPOS:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

Pucynok 8. [IpoBepka ycTaHOBKM KOpPHEBOTO cepTuduKara, mar 2

Hanee neoOxommmo BbeIOpath ceptudukar KIII, xoropas OymeT HCIONB30BaTHCS MPH
pabote B OKJJI, Haxatp kHonky «OK» (Pucynok 9).

Kpuntollpo CSP

0:09:47
Bribop KNHYEBOMD KOHTEMAHEDS

B cnucke NokasbiBaTh:

(®) IpyRECTBEHHEIE MMEHE () YHMKANEHEIE MMEHE

CRWMCoK KNKYeEsLIx I{DHTEEHEDOB NoNb30BaTENA.

o
CuMTeIBaTENE  MMA KOHTEAHERS

Aktiv Co. ru... 0bd385db-868e-4afe-a4c0-18e8b1fcdb3d

Ommeria

Pucynok 9. IIpoBepka ycTaHOBKM KOpPHEBOTO cepTU(UKaTa, mar 3

ITocne BriOOpa cepTudukara HeoOXoAMMO HaXkaTh KHOMKY «Jlanee» (Pucynox 10).




A

KoHTelHep 3aKpbITOro KAK4Ya
BESOMTE MNKM YKEHMWTE KOHTEMHED 3EKPEITOMD KNKIYa ANA NpoCMOTPa @

CEpTHHWKATOR B 3TOM KOHTEAHEDS

MMA KnioYesoro KDHTEﬁHEDEﬂ

| 0bd835db-863e-4a8e -a4c0- 18e8b 1fcdb 38 Ofisap...
BEEAEHHOE UMA 330EET KIKYEB0H KOHTEliHEp! Mo cepTUdMKATY. ..
(®) MonszoBaTens
KomMnbioTepa

Bribepure CSP AnA NOMCKE KNKOYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider w

< Hazan lanee = OTMEHE

Pucynok 10. I[IpoBepka ycTaHOBKHM KOPHEBOTO cepTH(HUKaTa, mar 4

B otkpeiBIIEMCS OKHE, coaepikaiieM HHGOPMALHIO O cepTH(HUKATE, HEOOXOAUMO HAXKATh
kHonky «CsoiictBa» (Pucynok 11), 3arem BbeiOpaTh BkIaaky «llyTe cepruduxarmm
U, yOeaMBIINCh, YTO KOpHEBOW ceptudurar Y1l ycraHoBineH (oToOpaxkaeTcs HaJ JUYHBIM
ceptudukaToM monp30Batens), Haxkath KHONKY «OK» (Pucynok 12).

e
CeprndMKaT ONA NpoOCMOTpa

MpOCMOTPMTE W BoIDEPUTE CEPTHDMKET ﬁg
CepTHDMKET: | CMG MY «CnG WAL= |
CyQrekT: | CHANC =12547103049, OMPH=1037343042907, MHH=007315000870, E=|
MocTaswme: | OMPH=1037543042907, MHH=007815000870, C=RU, 5=78 CankT -I'IETE||
JefcTEMTENEH C: | 2 1ioHA 2017, 8:50:39 |
JelcTBATENEH No: | 2MioHa 2018 . 8:50:39 |
CepuiiHEI HoMED: | 0OF5 52AC 1715 0038 96E7 1158 47958 1412 CD |

¥CTaHOBWMTE CeoWCTES. ..
Obsop
< Hazan loToBO OTMEHE

Pucynok 11. [IpoBepka ycTaHOBKHM KOPHEBOTO cepTH(UKaTa, mar 5



p | Ceptudmkar >

Ofwwe Coctas YT CEPTMDMKELIM

MyTh CEPTHDMKALIMIA

= cne rvn e vaw”

MpocMoTp CcepTUdMKaTa

CocToAHKe cepTuduKaTa:

3TOT CEPTUHOWKAT AEACTEMTENEH,

Pucynox 12. IIpoBepka ycTaHOBKM KOPHEBOTO cepTU(dUKara, mar 6

[IpoBepuTh KOPPEKTHOCTh YCTAaHOBKM KOpHEBOTo ceptudukata Ha [IOBM BO3MOXHO
Ha JIEMO-CTPaHULE Kpuntollpo, PacroI0KEHHOU o CCBLJIKE:!
https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html.

Buumanue! J[ns xoppekTHOM paboThl cepTH(dUKaTa HEOOXOIUMO HAIMYME PACHIMPEHUS
CryptoPro Extension for CAdES Browser Plug-in Bo BkimtouenHoM pexxume (Pucynok 13).

< C ® Chrome | chrome://extensions

= PacwupeHun

CryptoPro Extension for CAJES Browser Plug-in
4 PaclumpeHye No3BonNAeT MCNONb30BATD

KpunTtolpo 3UN Browser plug-in B Gpayzepe.

NnA paboTol TpedyeT yocTaHoBNeHHoro 3UN

Oetanu YaanuTb 9

Pucynox 13. BkitoyeHHoe pacuipenue 1Jis paboThl cepTH(HUKaTa



https://www.cryptopro.ru/sites/default/files/products/cades/demopage/simple.html

[TpoBepuTh BKIIOYEHHOCTh TaKOTO pACIIUPEHHS MOXXHO B HACTpoiikax Opaysepa
(«dononHuTeNPHBIE UHCTPYMEHTH» — «Pacmmpenus»). B cimydae ecnm paHHOe paciivpeHue
OTCYTCTBYET, TO €ro He0OXO0IMMO CKaJaTh JUId UCIob3yeMoro Opaysepa. Hampumep, s Mozilla
Firefox pacmmpenue mis 6pay3epa MOKHO cKauaTh B Marasune jaononHenuit Mozilla Firefox mu6o
IO CCBLIKE:
https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension latest.xpi.

JInst mpoBEpKHU BBIMIOJHEHHBIX HacTpoek pabotsl DIIIT HeoObxoaumo Ha caitite Kpunrollpo
https://www.cryptopro.ru/products/cades/plugin Haxatb kHONKY «IIpoBepuTh paboTy IIaruHa»

(Pucynok 14).
[ W

H MpoeepbTe paboTy YCTAHOBNEHHOTO NNaruHa

HTob6bl yEEAUTHCA, YTO BCE YCTAHOBNEHO BEPHO W BCE 3NEMEHThI CUCTEMbI HEAEKHO
B3aUMOOEACTBYHOT, Mbl COZAaNKW CNeUWanbHY NNoWaaky onA TECTUPOBAHWA U NPOBEPKM
CO3JaHWUA 2NEeKTPOHHON NOANUCH.

4/

| lMpoBepuTb paboTy NNaruHa

Pucynox 14. [lepexon Ha 1eMO-CTpaHHILy IIPOBEPKU pabOTHI yCTAaHOBJICHHOTO IIJIaruHa

[lociie mepexoma Ha NEMO-CTpaHMILy IOSBUTCS OKHO C 3allpOCOM Ha IOATBEPXKICHUE
BeimosiHeHust  oneparuun ¢ KOII. Heobxomumo monaTBepauTh, BHIOpPAaTh HCHOIB3yEeMBIN
ceptudukar, HaxaThb KHONKY «[logmucate». Ilocine onucaHHbIX [AedcTBUI oTOOpa3uTCA
pe3yabTaT IMpoBepku. B ciydae ycmemHo# mpoBepku otobpasutcs «lloamucs chopmupoBaHa

yeneurHo» (Pucynok 15).
[aHHble Ons noanucK:

|Hellu World

Mognucate

MHopMauums o ceptudgukare

Bnageney. CN=Akoenes Meoprui AHapeeBrY

Mzpatens: CN=CaHkT-lNeTepbyprckoe rocyaapcTBeHHOE YHUTapHOe
npeanpuaThe «CaHkT-NeTepByprekui MHhopMaUMOHHO-aHANUTHUYECKNIA
LEeHTp®

BeipaH: 15.02.2021 08:44:19 UTC
HelcTenTensH go: 15.02.2022 08:44:19 UTC

Kpuntonposaiaep: Crypto-Pro GOSTR 34.10-2012 Cryptographic Service
Provider

Cchinka Ha 3akpbiTeiid kniod. REGISTRYWTect
Anroputit kntoua: FTOCT P 34.10-2012 256 6ut
Craryc: DencTeuTEneH

YcTaHoeneH B xpanunuwe: fa

Moanuck cthopMUpoBaHa YCneLLHo:

7 o
DDAWNZCXMDQ3NDM3NTE SMCoGALUEAWWT @I ZQuNCI8LrQutCB@YHYs tGPOLFRICDQoNC+EYHREACA
BL gwHhc M A3 Ty MTEBM ] A3Whe MMz Uz TyMT EBM3A3WCCAwTxHDABB gkghki GIw@BCOEWDWNA
QG1hYy5zcGIucnUxGDANBEZUGhQMKAR INMTAZNZ g@Mz ABM jkuhz EaMBgGCCqF AwOBAWE BEgwwDc4
MTUwMDAANZAXCZATBgHNVEAYTALIVMS kiwJwYDVQQIDCA3CCDQod Cwd L 3QutGCLACTBLXRgTC1aYDQ
sdGDBYDQs zEmMCQGAIUE BwwdBKHQsNCIBLrRgl30n9C18YLQtdGABLHRgOGAB LMY ZBhBghVEAKHM
WtCiBYDQsNCIAYHQwIC+BYDRgtC 98YvQuSDOvIC18YDQt dGDAL vyt CELCDYTC42LCDQmICLaYL]
tdGAINCOLCDQVIC+@LzQtdGIBLXQvdC48Y3gNICdIDIONTEZMBCGALUE Crwd@ I 7RETCOBLXQuyDL
hI¥@MDGESDCBAQYDVQQKDIHIBKHOsNCIBLrRgl30n3C18YLQtdGABLHRgSGABLPREACEOLTQLSDQ
=9C+@YHRg3CEALDRENGBAYLQstC 1AL 3QvdC+8L UgaYPQvdC48YLQsNGABL 30wt C1TNC /8YDOTdCd
BL/RgNC48Y/RgtC42LUgwgvQodCwal 3QutGCLACFaLXRgtC1aYDQsdGDEYDQsIGBBLrQUNCSINCA
BL3RNNC+8YDOUNCwBYbQUNC+BL3QvdC+LdCwdL 30sHCTOL JRgt CABYFQtdGBOLrQUNCSINGGALXQ
vdGCOYDCuzGBSDCBAQYDVQQDDTHIBKH)SHNC98L rRgi30nSC18YLOtdGABLHRgIGABLPREACHALT]
150Qs9C+@YHRgS( 8@ LDRENGEBYLQsTC18L3QvdC+aLUgaYPQvdC48YLQsNGABL3QvTC1INC/8YDQ
‘tdCeeL/RgNC48Y/RegtC4aLUgwqyQodCwBL3QutGCLICFBLXRgt C18YDQsdGDaYDQsSGEELrQuCS
INCABL3RNNC+BYDQwNCwaYbQuNC+3L 3QvdC+LdCwaL 3QsNCTBL jRetCABYFQtdGBALrQuNCSTNGG
BLXQvdGCeYDCuzBmMBBGLL qF Awc BAQEBMBMEBY gF AW CIWEGCCQF AwcBAQICABMABEC2GRANCAIC
Sl IdkYhovReoHlgMelWnnmZ3Tnd oJkOCNZKRIPY /duasZnBnA0IOBFE22+rmal gfvIMEhHGFEC]sxl

Pucynoxk 15. «[loanuce cpopMupoBaHa ycrenHo»»



https://www.cryptopro.ru/sites/default/files/products/cades/extensions/firefox_cryptopro_extension_latest.xpi
https://www.cryptopro.ru/products/cades/plugin

Ecnu ceprudukar ycraHoBIIeH, TOSBUTCSI COOTBETCTBYIoMIEe coodieHue (Pucynok 16).

MnaruH 3arpys#eH, Ho ecTe GoNee CEEXAA BEPCUA.

BepcwAa nnarmmda: 2.0.12245 Bepoua kpunTonpoeadnepa: 3.9.5495

NHdopmauus o ceptudukare
Bnapeneu CN=TecToBas opraHM3aUus
Mzpatens: CN=YL 3 CMNG6 YN «CN6 MAL»
Boigan: 13.02.2017 10:54:48
Heictentened go: 13.02.2018 10:54:48

Kpuntonpoeaingep: Crypto-Pro GOSTR 34.10-2001 Cryptographic Service
Provider

Anroputm kntoya: FOCT P 34.10-2001

Pucynox 16. [Ipoepka ceprudukara va gemo-crpanune Kpunrollpo

2.6 YcraHoBKa KOpHeBOro ceprudukara
B cimydae ecim xopHeBo# ceprudukar Y1 He ycraHOBIICH, HEOOXOIUMO BBITOJHUTE €r0O
YCTaHOBKY.

Ecmu cepruduxar KOII nmonpzoBarens Opu1 Beigan Y1 CI16 I'VIT «CI16 MAL», TpeGyercs
nepeitn Ha ctpanumy http://ca.iac.spb.ru/serv/cert.html u ycTaHOBHTH aKTyalbHBIH KOPHEBOU
cepTH(HKAT.

B cayuyae ecim KOII Obu1 Bbpman go 18.09.2019, HeoOXoAMMO YCTaHOBHUTH MEPBBIN
KopHeBoi ceprudukat (Pucynok 17).



http://ca.iac.spb.ru/serv/cert.html

YaoCTOBEepSIOIINI IIEHTP
Ceprudukartsl VI u peecTpbl aHHy/IHpoBaHHBIX (CRL)

Ceptnomkatbl CM6 YN «CrNe6 WMALL» PeecTpbl aHHYNMpOBaHHbIX
ceptudukartor (CRL)

.crl

Mog4MHEHHBIA MUHKOMCBAZW Poccin
cepTudUKaT, AeACTBYHOLWMIA ¢ 18.09.2019

L

.crl

Mog4MHEHHBLIA MMHKOMCBA3W Poccun
cepTudUKaT, AeACTBYHOLWMA € 22.12.2020

L

Pucynok 17. Ycranoska kopHeBoro ceptudukara Y1 CII6 I'VII «CII6 AL

B cityaae, ecniu KOI1 Beinan mocie 22.12.2020, He06X01MMO YCTaHOBHTH BTOPOH KOPHEBOM
cepruduxat (Pucynok 18).

YaocToBepsSIIOUIUA IeHTP

Ceprudukarsl VII 1 peecTpbl aHHyIMpoBaHHBIX (CRL)

CepTudunkatel CM6 YN «Creé NALL» PeecTpbl aHHYIMpPOBaHHbIX
ceptudmkaToe (CRL)
.crl

Mog4YMHEHHBI MMHKOMCBAZM Poccinn
cepTndKKaT, AeAcTBYHOLWWIA € 18.09.2019

BN

.orl

MoAYMHEHHBIR MWHKOMCBAZW Poccnn
cepTndukaT, AeAcTBYOLWA C 22.12.2020

EEE]

Nemesnsssereo sy o

Pucynox 18. yCTaHOBKE.l.nKOpHeBOI‘O cepruuxara YL CII6 I'VIT «CI16 MALL»

Ecmu ceprudukar Beyian vHe Y1 CII6 I'VIT «CII6 MALLy, a uabM Y11, TO 11t IOTydeHUS
MOMOIIM U KOHCYJbTAIlMH PEKOMEHIYETCsl 00palaThCsi B COOTBETCTBYIONUHN Y11,
[Tocne BBIOOpa HY)XHOTO CepTH(HKaTa HaYHETCS 3arpy3ka apxuBa. [locie 3aBepiieHUs




3arpy3Ku HEOOXOMMO OTPBITh APXUB C MHCTPYKITHEH U darinamu 11t yctaHOBKH (Pucynoxk 19).

Mran Pazmep Caatelid

" 1304 751
Crliac_iogv_2021.ce 2 390 1222
=] Onucanme yeranoskm bt 210 154

Pucynox 19. UmnopT KopHEBOTO cepTrduUKaTa

HeoGxomumo BbIOpaTh mTeEpBBIA cepTUUKAT C HAWUMEHOBAaHUEM «guc gostl2.cer»
U ycTaHOBHTH ero (Pucynok 20).

n  Ceptudukar >

Obuwme Cocrae MyTh CEpTHUDMKALIAN

ﬁ CeeneHnA 0 cepTwhHKaTe

IToT cepTdMKAT NpeqHasHauaeTca Ona:

* Bre NonuMTUKK BILE4M
* Bre NoAMTUKI NPUMEHEHWA

KoMy Boigan: MuHKOMCBAZE PocoaM

Kem Boigan: MHHKOMCBASE PoCoan

HAedicreurened ¢ 06.07. 2018 mo 01.07. 2036

| ¥CTaHOBWTE EEI:ITMI:I:IMKEIT... | SAABNEHWE NOCTABLLKMKS

Pucynok 20. YcranoBka KopHeBOro ceptudukara guc_gostl2.cer

Janee He0OX0AMMO OCyIIECTBUTH UMITOPT cepTudukara (Pucynok 21).



#* Macrep uMmnopTa cepTUhUKATOR

Macrep nmnopra cepTugmrkaTos

3TOT MECTEP NOMOrEET KOMMPOBETE CEPTHOMKATEI, CIMCKM AOBEPMA M CTIMCKM 0T3EIES
CEPTHOMKAETOE C NOKANEHOMD AMCKE B XPSHMMMLWLE CEPTHDHKETOB.

CepTUdMKAT, BEIAEHHEIM LEHTPOM CEPTUGMKELMY, AENAETCA NOATEEPHAEHHEN BaLIER
MHYHOCTH M COAEPHMT MHBOPMALMID, HEOGX0AMMYIO LNA SEWMTE AGHHEIX MK
YCTSHOBNEHWA 3ELMILEHHEIX CETEBEIX NOAKMCYEHUA, XPaHUMWE cepTHdMKaTOE —
3T0 0ANACTE CCTEMEI, NPEAHEZHEYEHHSA ANA XPAHEHWA CEPTHDMKETOB,

PacnonoskeHHe XpaHunHLE

1

(®) Texywmit nonbsosaTens

() NokaneHsli KomnsoTep

[nA NpoAom#EHMA HEXMATE KHOMKY “anse”,

Pucynok 21. Ummopt xopHeBoro ceprudurara guc_gostl2.cer

[Tocne naxatus KHOUKH «/lamee» HeoOXoAMMO BBHIOpATh XpaHWIHUILE CcepTH(UKATA.
Jist aTOTO CriexyeT BeIOpaTh CTPOKy «IloMecTuTh Bee cepTU(UKATHI B CIEAYIOIIEE XPAHHITUIIE
U HaxaTb KHONKY «O0630p» (Pucynok 22).

€ L% Mactep umnopTa cepTidurKaTos

Xpanwnmue cepTwduKaTos
XDEHMJ'IMIJJ,E CEDTMdJMKBTDB - 3TO CUCTEMHBbIE DEJ'IEL_TM, B KOTOpbIX
HPAHATCA CEPTHHMKATEL

Windows aBToMaTHYECKH BRIBEPET XPEHMIMLLE, MW Bbl MOKETE YKa3aTe
PaEIONDHEHWE CEPTUDMKETE BRYHHYIO.

() ABToMATVHECKM BHIBPATE XPAHWIMILE Ha OCHOBE THNE CEpTMdMKATE

1 I (®) MoMeCTUTL BCE CEpTUMKATEI B CIEAYIOWLES XPAHMAMLE I

XPEHMMMILE CEPTUDMKATOE:
| | Obzop...

(]

Janee Otmena

Pucynox 22. Beibop xpanwmmima 11 ceptudukara guc gostl2.cer

Heo6xoaumo BbIOpaTh Xxpanuiuiie «JloBepeHHblE KOpPHEBBIE LEHTPBI CEepTH(PUKALNN
(Pucynoxk 23).



BeiGop xpanunnwa ceptudmkara >

BrlfepuTe XpaHMMKLWE cepTHDMKETOE, KOTOPOS Bl
XOTHTE WMONE30BATh.

| Miuroe -'\
B
----- || LoBepuTEnbHBIE OTHOWEHWA B Npeanp
----- | MpomMesyToYHBIE LEHTPE! CEpTHhMKaLIA
----- _"| ObbexT nonbsosatens Active Directory

=
o | NnRERsHHRIE A2ASTAA

< >

[ NokazaTs duzMHeckHe XpaHMnULE

Otnera

Pucynok 23. Xpanwiuiie cepTupUKaToB

Jlanee B OTKpBIBILIEMCSI OKHE cllelyeT HakaTh KHONKY «['oToBO» (Pucynox 24).

=

& % Macrep umnopta cepTugnkaTos

3aBeplleHMe MacTepa MMNoOpTa cepTUPUKaTOB

CepTuduKaT ByAeT MMNOPTHUPOBaH NOCNE HEMATHA KHoMKKM “ToToso ",

BBINK yKa3aHb! CNEd YIOWWE NapaMeETPbI:

¥paHunuw e cepTudrKaTos, BelbpaHHoe NonbsosaTenem IS e Rl el= S iy
CoaepemmMose CepTudmKaT
< >

[oToBD OTmena

Pucynok 24. 3aBepiieHne mactepa uMmiopra ceprudukara guc_gostl2.cer

B cnydae ycnemnoro ummnopTta ceptudukata 0ToOpasuTCs COOTBETCTBYIOIIEE COOOIICHUE
(Pucynok 25).




MacTep mMnopTa CepTUHUKATOB “

o MMI‘IDFIT YCNELUHD BRINOAHEH.

oK

Pucynok 25. CooOmienre 06 ycrnenmHoM UMIIOpTe KOpHeBoro ceprudukara guc gostl2.cer

ITo ananoruu cieayeT COBEpIINTh UMIIOPT BTOpOro ceprudukara iac_iogv 2021. s aToro
B OTKPBITOM paHee apXHBe C MHCTPYKIMEH U daitnamu ais ycraHoBkH (PucyHok 19) Heo6xoanmo

BBIOpaTh BTOPOW CEPTUPHKAT C HAMMEHOBAHHEM
(Pucynoxk 26).

«iac_iogv 2021»

U YCTAaHOBUTH €TI0

rn Ceptndmkar

Ofuwme  Cocrae MyTe cEpTHHMKLIMK

Pt

g CBeqexnA o cepTidmKaTe

* Bce NonMTHKK Bel0E4M
* Bce NonMTHMKK NPMMEHEHWA

3IToT cepTmpMKaT NnpegHaZHaYaeTCA ONA:

Aeitcteurensed ¢ 22, 12, 2020 no

| YCTAHOBMTE CEQTHMDMKET. .. I

KoMy BoigaH: CaHkTleTepbyprikoe rocyAapcTEEHHDE
YHUTEPHOE NPEANPHATHE =CaHKkT-
Kem Boigan: MuHkomcsase Pocoam

22,12, 2035

Ok

Pucynok 26. YcranoBka kopHeBoro ceptudukara iac_iogv 2021

Jlanee He0OX0AMMO OCYIIECTBUTH UMITOPT cepTudukara (Pucynok 27).



=% Mactep umnopTa cepTUdUKaToE

Macrep nmnopTa cepTudUKaToB

3T0T MacTED NOMOraeT KOMWMpoOBaTH EEDTMdJMKaTbI, MWK A0BEDKMA M TMMCKK 0T 3bIEA
CEDTMdJMKaTDB C NOKaNeHOro AMCKa B XPaHWIWLLE CEDTMdJMKaTDB.

CEPTWEMKAT, BEIASHHEI LEHTPOM CEPTMDMKALMK, ABNASTCA NOATESPHAEHHEN BaLIER
NUYHOCTH M COAEPHMT MHDOPMELAD, HEOBXOAMMYIO ANA SEWMTE! AGHHBLIX M
YCTEHOBNEHWA 3ELMILEHHEIX CETEBBIX NOAKMHIYEHMA, XDEHUIMLLE CEPTUDMKETOE —
5T0 0BNECTE CUCTEMEI, MPEAHESHEYEHHAA ANA XPEHEHWA CEPTUDOMKATOE.

1 PacnonoweHWe XpaHunuILE

(®) Terywwil nonssosaTens

() NoKansHLIA KoMNBoTED

[nA NpoA0MEEeHA HEMMUTE KHOMKY "[anee”,

] e

Pucynok 27. Umnopt kopHeBoro ceptudukara iac_iogv_2021

[Mocne wnaxarusi kHOmKW «Jlamee» HeoOXoAMMO BHIOpAaTh XpaHWJMILE CcepTU(HUKATA.
Jlnist aToro cnenyet BeIOpaTh cTpoKy «llomecTuTh Bee cepTu(UKATHL B CIEAyIOLIee XPaHUIIHILE,
HakaTb KHONKY «O030p» U BbIOpaTh XpaHUJIUIIE, YKa3aHHOE Ha cKpuHIIOTe «IIpomexxyTouHble
HEeHTpHI cepTrdukanun» (PucyHok 28).



€ &% Mactep nmnopra ceptudmnkaTos
XpaHWnHILE CepTHhUKATOR
XPEHUMMILE CEPTMMKATOS - 3TO CUCTEMHBIE 0BNACTH, B KOTOPGIX
MPEHATCA CEPTUMKATEI,
Windows aBTOMaTHHECKM BLIBEPET XPAHMIMLLE, MMM Bbl MOMETE YKa3aTh
PaCMoNOHEHUE CEPTUGMKETE BPYHHYHO.
ABTOMATWHECKW BEIODATE XDSHWUNWLLE Ha OCHOBE TWNa CEPTUMKAETA
] ®MomecTuTs Bre cepTHAWMKATE! B CIEAYIOWEE XPEHUTMLLE
Boifop xpanunnwa ceptudukara x

2 | Ofzop...

BriBepUTE ¥PaHUIMLLE CEPTMOMKATOE, KOTOPOE Bkl
XOTHTE MCNONEZ0ESTE.

----- ] Mvaroe A
----- | NoBepeHHbIE KOPHESHIE LIEHT DI CEpTM]
----- T T T T E T
LA TPOMEsKY TOHRIE LIEHTPEI CEPTMKELA
il e Do O oA e o Ao tis Dlicactory

= L
----- NnRANEHHRIE 1420 A TRM

[Jnoxasate dusudecue XpaHunMLE

4 o | omen | | [ 5 e | omee

Pucynok 28. Beroop xpanwmiia st ceprudukara iac_iogv 2021

Jlanee B OTKpBIBILIEMCSI OKHE CIIelyeT Ha)kaTh KHOIIKY «I"0ToBO» (Pucynok 29).

X
&

&% MacTep vmnopTa cepTdUKaToE

3aBepleHne MacTepa MMNopTa cepTudnKaToB

CepTudukaT ByaeT MMNOPTHPOBEH NOCNE HEKETHA KHoMkK ToToso™,

BbinK yKasaHsl CRenyolMe NapaMeT sl

XpaHUNHLLE CepTUDMKaTOB, BeldpaHHoe Nonb3osaTenem JEsaTe RIS ERT=TE ju SRe-]
CoaepxuMos CepTudMKaT

loToBO OTmena

Pucynox 29. 3aBepmeHII/1.e MacTepa ummoprta ceptudukara iac_iogv 2021




B cnywae ycnenrHoro ummnopra cepTugukaTa 0ToOpa3suTCsl COOTBETCTBYIOIIEE COOOIIEHNE
(Pucynox 30).

o HMI‘IDFI'T YCNEWHO BERINGAHEH.

Pucynox 30. Coo61enue 06 ycnemsom HMIOpTe KOpHEBOTo cepTudukara iac_iogv 2021




3 Bo3Mmo:kHbIe npobembl npu padore ¢ KIII

3.1 Omudka co3gaHuA NOANNCH
Ecnmu npu mombiTke micnons3oBath KOII Bo3HMKaIOT cooOmIeHHs 00 OmMOKE CO3MaHHs
nonnucu (Pucynku 31-32), HeoO6xonuMo 100aBUTh KOPHEBOW CEPTU(UKAT YIOCTOBEPSIOUIETO
LIEHTPa B COOTBETCTBUU C MHCTPYKLIMEH, MPEACTaBICHHON B 1.2.6 HACTOSAILETO TOKYMEHTA.

He ypnanock co3gate nognuck AaHHbix! MpuunHa: A certificate chain could not be built to a trusted root authority. (0x800B010A)!

Pucynok 31. CooOmienue 06 ommbke co3qaHus MOAMHCH

He yganock co3aatk noanuce AadHeIx! Mpuuuka: Error: Error calling method on NPObject!!

Pucynok 32. Ommbka co3ianus OITUCH

3.2 BenubiBaronee 0KHO «MacTep-napoJiby»
B ciydae ecnm mpu KaXIoM OTKPBITHH Opay3epa MOCTOSITHHO BCIUTBIBAE€T OKHO «Bpemute
mactep-naposib Juia joctyna B eToken» (Pucynok 33), HE0OXOAMMO BBITPY3UTh MOAYJIb

YCTPOMCTBA 3aLUTHI.
Tpebyercs napons =5=)

@ Beeaute mactep-napons Ana goctyna B el oken

0K OtmeHa

Pucynok 33. OkHO AJ1s1 BBEIEHUS IApOJIs

s BBITpY3KH HEOOX0MMO (Ha mpuMepe Opaysepa Mozilla Firefox):
OTKPBITh MEHIO Opays3epa;

OTKPBITh cTpanuIly «HacTpoiikny;

BBIOpaTh clieBa BKIAAKY «JlOMOIHUTETBHBIEY;

BBIOpATh B OKHE BKIAAKY «CepTuduKaTs»;

Ha)KaTh KHOMKY «Y CTPONCTBA 3aIUTHI»;

BBIOpaTh eToken u HaxaTh KHOTIKY «BBITpy3UThY;

nepe3anycTuTh Opaysep.




4 CeTeBble HACTPOITKH

[Moxcucrema «CTaTUCTUKA» PACIIONIOKEHA IO CICAYIOIIUM aIpecam:

B cetu EMTC: http://statistic.egu.vpn/

B cetu MHTepHeT: http://statistic.gu.spb.ru/.

[Tpu HEOOXOAMMOCTH OTIB30BATENb MOXKET CO3/1aTh SAPJIBIK IPSMOTO AOCTYIa Ha YKa3aHHBIN
pecypc. B cimywsae ucnonwszoBanusi Opayzepa Mozilla Firefox 3T0 BO3MOXHO BBIIOJHHUTH
clenyromumM o0pa3om:

BBECTH B Q/IPECHOM CTpOKe Opay3epa aapec, yKa3aHHBIH BBIIIIC;

JOKIAThCS 3aTPy3KU CTPAHULIBI;

Ha)KaTh Ha CUMBOIJI CJIeBa OT aJipecHOl cTpoku (PucyHok 34);

3a)KaTh JIEBYIO KJIABUIIIY MBI U MEPETAIIUTh KAPTUHKY HA pabounil CTO;

OTITYCTHTb JIEBYIO KJIABHIIIY MBIIIIH.

Ll

sticegu.vpn/login c

CraTtucTuka u aHanuTuka roCyAapCTBEHHbIX

1 MyHULMNanbHbIX ycnyr CaHKT-MeTepGypra

ABTOpU3aLUA

Moxanyiicta, aBTopuU3yitTech

Torux:
Maponb

[ 3anomHuTL MeHs Ha 3TOM KOMMbloTEPE

Boittn

Pucynok 34. Ctpanuna Juist aBTOpH3aluy MOJIb30BaTENs



http://statistic.egu.vpn/
http://statistic.gu.spb.ru/

5 O01mme cBegeHNS 1 KOHTAKTHBIE JaHHbBIE

Hoctyn cotpyanuka K nojacucteme «CTaTHCTUKa» OCYIIECTBISIETCS Yepe3 eIUHYI0 TOUKY
JIOCTyIa, OJHAKO B 3aBUCUMOCTH OT MCIOJIb3YEMOro AJs JOCTyna JOrMHa M mapois, Oyayr
U3MEHATHCS MpaBa JOCTYIa, B COOTBETCTBUHU C KOTOPBIMHU OYJIET 3arpy:KaThCsi COOTBETCTBYIOIIEE
MH(POPMALIMOHHOE HaIoJIHEHHe U (pyHKIMOHaIbHBIe On0ku. Takoe pacrpenesneHue Mo3BOJsSET
00eCTeynTh KaX/1I0My TOJIb30BATEI0 BECh HEOOXOAUMBINA CHEKTP CBEACHUH O PEIOCTABISEMBIX
yciayrax B pexuMe padoThl ¢ OJHUM IPUIIOKEHHUEM.

[To BceM BO3HHMKAIOIIMM BOIMPOCAM HCIIOJIB30BAaHMS, a TAKKe MO BOMPOCAM yIy4IICHHUS
u JopaboTku mnojcucreMsl «CtaTUCTHKa» cieayeT oOpamarbes B Ciyx0y TeXHUUYECKOH
HOJICP)KKH ~ MEXBEJOMCTBEHHOH  aBTOMATH3MPOBAHHOM  HMH()OPMAIMOHHOW  CHUCTEMBI
npenoctaBieHuss B Caskt-IletepOypre rocygapCTBEHHBIX M MYHUIUNAIBHBIX — YCIIYT
B DJIEKTPOHHOM BH/JIE:

Homep tenedona: 8 (812) 246-84-65 (pexxum padotsl: ¢ 9:00 1o 18:00 mo pabounum gHIM);

e-mail: mais_iogv(@sspk.spb.ru.



mailto:mais_iogv@sspk.spb.ru

